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1. 
Introduction

ContactPoint will be the quick way to find out who else is working with the same child or young person, making it easier to deliver more coordinated support. This basic online directory will be available to authorised staff who need it to do their jobs. It is a key part of the Every Child Matters programme to improve outcomes for children. 

The purpose of ContactPoint is to help improve services to children with a strong emphasis on early intervention and prevention. Currently practitioners can spend days trying to find out who else is working with the same child or unknowingly duplicate work that is already being carried out by another service. ContactPoint has been designed to support the processes followed by those who work with children. 

Some of the key benefits include:
• Less time trying to find other practitioners. 

• Quicker assessment of whether a child is receiving universal services (education, primary health care). 

• Enables more effective multi-agency working which leads to better service experience for children and young people. 
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Figure 1 - An example of information that could be held against a child record

Across the majority of Suffolk, electronic information about children is generally restricted to practitioners with access to team or organisational case management systems. Electronic information is shared between partners for specific purposes, but not generally via a shared information system. ContactPoint is a landmark system where the basic information about children will be available to qualified practitioners in a number of organisations across England.

In addition to ensuring that the benefits of the system are realised, the risks associated with greater information sharing must be mitigated. 
Security is of paramount importance in the development of ContactPoint.  A number of security measures will be in place including:

· Access is restricted to those who need it as part of their work and will be limited to that needed to fulfil each role.

· Everyone with access to ContactPoint, including operators or administrators, will be subject to stringent security checks, including enhanced Criminal Records Bureau (eCRB) clearance and membership of the Independent Safeguarding Authority (ISA) Scheme (from October 2009).

· At least 2-factor authentication will be used to access ContactPoint.  Users will need a security token and a password in addition to their username.
· ContactPoint will only be accessed via secure networks and workstation security will adhere to DCSF criteria.
· All users will be trained in the importance of security and the importance of good security practice.

Some children’s (family’s) circumstances however require an additional layer of security. ContactPoint includes the facility to hide or ‘shield’ certain data fields on the child records from other users of ContactPoint when criteria specified in this policy are met.  

Shielding provides a proportional response to those children and families whose circumstances may mean they are at increased risk of significant harm

Shielding prevents the whereabouts of a child being identified. A shielded record will only display the:

· ContactPoint unique identity number;

· child’s or young person’s names;

· their gender; and 
· their date of birth. 
No other information will be available to practitioners via ContactPoint. The shielded data will be accessible on ContactPoint only by selected members of the ContactPoint management team and named individuals within organisations who have user rights to override the shielding in cases of emergency.
This policy specifies:
· Under what conditions shielding can or should be requested or withdrawn. 

· Who has the authority to request shielding or withdrawal of shielding. 

· Who liaises with the Local Authority (LA) ContactPoint management team. 

· Under what conditions Break Glass may be used and by whom and the implications from using this facility.  (Break Glass is the emergency shielding override function)
Legal Framework: The Children Act 2004 Information Database (England) Regulations 2007 entered statute on 1 August 2007.

Section 12 of the Children Act 2004, details the legal framework for the establishment and operation of ContactPoint. This places a requirement on local authorities to participate in the operation of the database; specifies what information will be held; who must, or can, provide information; how long information can be retained; who can be granted access, and how accuracy will be maintained.

The Children Act 2004 Information Database (England) Regulations 2007 also make local authorities responsible for determining the appropriateness of shielding.  In doing so, they must bear in mind the views of involved practitioners and the child/young person or the parent/carer acting on their behalf.

There is no requirement in the regulations on local authorities to seek the views of the LSCB when determining the appropriateness of shielding on ContactPoint, nor is there any requirement on the LSCB to offer the local authority advice on whether it is appropriate to shield a child record on ContactPoint. 

This shielding policy is designed to be adopted by a number of organisations wishing to be accredited to use the ContactPoint shielding functionality. This policy also recognises that requests to shield data on ContactPoint can be made by non-ContactPoint users – this includes practitioners, the child/young person in question or their parents/carers.

2. Principles:

Overarching principles for this policy:
1. No child or young person, their family or those living at the same address should be put in danger by information of their whereabouts being shared.  
2. The necessity to shield a record must be assessed on a case-by-case basis and agreed by a senior representative of the relevant agency.  See Appendix 3.
3. Practitioners must act promptly if they have strong reasons to believe that a record should be shielded.

4. Consideration should be given to safeguarding family members and/or co-resident children/young people as the records for these individuals may also need to be shielded.

5. To ensure that shielding is only applied where appropriate, the LA ContactPoint Management team will ensure that each request is reviewed within 7 days of the shield being requested (and remove the shields when necessary). Periodical reviews of a shielded record will be undertaken every six months thereafter.
6. Requesting that a record be shielded is not a right only available to users of ContactPoint. Shielding requests can come from practitioners from a variety of agencies, child/young persons and parents or carers. These requests to shield should be treated as a matter of urgency.

7. Break Glass is a term to describe the emergency shielding override process.  Break Glass will be a user right that will be restricted to a select group of child protection workers. Any use of Break Glass will immediately trigger an investigation by the ContactPoint Management Team to ascertain the legitimacy for doing so.
8. It is not appropriate to simply shield a record where there is an opposition to ContactPoint in principle.
9. Shielding requests should be discussed with managers if the line management or an alternative manager or head of service is not available a request should be made to the ContactPoint management team.

10. A log will be held of shielding activity by the ContactPoint Management Team.  Members of other organisations which have shielded records must inform the ContactPoint team of any shielded records to inform the log.  See operational guidance (to be drafted).
11. The ContactPoint team will have access rights to view the hidden information on shielded records and can act only as a broker when an authorised practitioner requests disclosure of further information about a shielded record in situations where there are child protection concerns. The decision to disclose information will be the responsibility of the involved practitioner who can use their own organisation’s existing safeguarding procedures and professional judgement to decide whether to release information. 

12. All Subject Access Requests relating to a shielded record are to be referred to the Suffolk County Council Data Protection Officer initially and will need to ensure that clear guidelines are followed and take into account the requestor’s identity and the nature of the shielding decision and the views of practitioner working with the child.
13. The ContactPoint Management team are responsible for archiving ContactPoint records of a child’s previous identity and ensuring that all information relating to the former identity (e.g. alias or alternative addresses) is archived.
14. Practitioners may request ContactPoint Management provide a brokering service only when they believe they have a legitimate professional reason to get more contact information about who is working with a child where they know this exists on ContactPoint.  This function is in addition to the Break Glass function.
15. That all requests to shield and information regarding shielded records should be securely handled and transported to and from the ContactPoint management team. This information will also be managed securely by the ContactPoint team.
16.  If a ContactPoint child record is extended beyond the age of 18 and the record is shielded, the shield must remain on that record and be continue to be reviewed every six months.
17. The ContactPoint management team have the facility to run a report which highlights when a shielding request has been submitted by an authorised user 

3. Criteria for Shielding on ContactPoint
When assessing the criteria the professional judgement of the practitioner is key to deciding if a child or young person should be shielded on ContactPoint.
It is vital that shielding (and thereby not disclosing the whereabouts of a child or young person) is only applied where there are clear reasons, for example, where a practitioner has reason to believe that not doing so is likely to:
· place a child at increased risk of significant harm; 

· put a child’s placement at risk e.g. looked after or adopted children
· place an adult at risk of significant harm, and/or

· prejudice the prevention or detection of a serious crime.

Such cases could arise for example where:
· a child/young person is in a placement that is not disclosed to their birth parent by court order or due to concerns about the safety of the child or carers 
· the child/ young person  is in an adoptive placement 
· a child/young person and/or their parent/carer, have been moved to another address to protect them from violence, abuse or intimidation e.g. Refuge, Safe House 

· any other circumstance where it is assessed that revealing the address of the child or others in the household could place the child at risk of significant harm.
The necessity to shield a record must therefore be assessed on a case-by-case basis and agreed by a senior representative of the relevant agency.  See Appendix 3.
Some further examples are given at Appendix 1.
A flowchart describing the decision making process is given at Appendix 2.

4. Implementation of the Policy

Requesting Shielding Records:
· there will be one or more named person(s) in eligible organisations with the facility to shield ContactPoint records
· In the first instance, a practitioner (without shielding privileges) should contact the named person within their organisation to request shielding of a record
· Where no named contact is available in the organisation, the Suffolk County Council ContactPoint Management team should be contacted to carry out shielding on their behalf
The following information will be required by the ContactPoint Management team to identify the appropriate child record:

a. Child name

b. Child date of birth

c. Gender

d. One of:

i. Latest school registration address (preferable)

ii. Registered GP practice (preferable)

iii. Parent/carer names
e. Details as above of any co-residing sibling whose details will also require shielding.
5. Multiple Shielding
A child or young person’s record can have multiple shielding requests applied to it by a number of practitioners.   In effect this will mean that the address is shielded against each data source. 

It is essential that when a practitioner identifies a record which they believe should be shielded, even if it already has a shield applied to it, they register their own shielding request against it.  This will help local authorities ensure that a record is only unshielded when there are no outstanding reasons for shielding, having consulted all interested parties

6. Reviewing Shielding on ContactPoint
All shielded records for which Suffolk County Council is responsible should be reviewed within seven days of the request being made and then six monthly.  The review process is to be decided but is likely to be carried out by the shielding requestor manager and ContactPoint Team Manager.
Records shielded in the pre-deployment of ContactPoint, will also require a review six months after the record was shielded.
The ContactPoint management team will ensure that the review process for shielded records is followed and determine if the shield is appropriate or not. ContactPoint management will consult with all sources who requested the shielding including children, young people and their families

The ContactPoint management team can un-shield records only where all data sources or services no longer request that a record requires shielding. See section five on multiple shielding.
7. Removing a Shield on ContactPoint
When any practitioner who has requested shielding on a record identifies that the shielding is no longer necessary, they should remove their shielding request.

To ensure that shields are not removed inappropriately, ContactPoint records remain shielded until the ContactPoint team makes a final decision to remove the shield from the record. 
The ContactPoint management team can un-shield records only where all data sources or services no longer request that a record requires shielding.  
8. Brokering Shielded ContactPoint Information
ContactPoint users may request that the ContactPoint management team provide a brokering service to access shielded contact information. Requests for brokering should only be raised when they believe they have a legitimate professional reason to get more information about a child record which they know exists on ContactPoint
The ContactPoint Management Team must be contacted first to access information on shielded records to obtain details about any practitioner involved with this child. The team will discuss the appropriateness of disclosure with an appropriate practitioner listed on the child record. The second practitioner will then make the decision whether or not they disclose and share the information with the practitioner requesting more information.  If the decision is not to share, this must be fed back to the requestor and the reasons for the decision recorded by the requestor, signed and dated.
9. Break Glass
Ordinarily a ContactPoint user who considered it necessary to have full visibility of a shielded record would broker the request with the ContactPoint team. Provision has been made in legislation for some users to have emergency shielding override rights (Break Glass). This access will be restricted to a select group of child protection workers such as police officers or social services duty workers where gaining access to information held in ContactPoint may help inform their decision about the appropriate action to take or which practitioners to talk to. This should be used only when there is a serious and immediate threat to the child. Invoking the emergency shielding override will immediately trigger an investigation into the reasons for doing so.

If members of the ContactPoint Management are not available (for example out of hours)  then named practitioners in roles listed below can use ‘Break Glass’ in the knowledge that an investigation will take place the following working day to review the reasons for overriding the shielding mechanism.

Examples of when such access might be required includes:
· A&E attendance; out of hours CYP/ACS SCS
· an investigation of a crime toward or by the child/young person.

All decisions relating to candidates for having ESO rights will need to be facilitated by the ContactPoint Management Team and agreed by the Local Safeguarding Children Board (LSCB) or the equivalent .
10. Co-residing children

In the pre-implementation period, co-residing children with children whose details are shielded should automatically be shielded.

Post-implementation, co-residing children (as above) will be shielded in the first instance.  This will be reviewed within 7 days by the ContactPoint Team and the original shielding requestor together with the parent/carer and young person where applicable.

11. Potential duplicate records

In the pre-implementation period, any potentially duplicated records should be fully investigated and a decision taken using the best information available at the time.  In the case of a potential duplicate that cannot be resolved, each record should be shielded.

Post-implementation, all potential duplicate records should be shielded in the first instance.  This will be reviewed within 7 days by the ContactPoint Team and the original shielding requestor together with the parent/carer where applicable.
12. How we deal with Data Subject Access Requests (DSAR) for Shielded records

When running the ‘View Full Child Record Disclosure’ used for DSAR, the full addresses will appear on the printed report even when a record is shielded.  

Pre-implementation or until appointment of Data Protection Officer - when responding to DSAR the report should be printed, the address blanked out manually with heavy black marker and the marked copy photocopied before returning to the DSAR requestor via the Data Protection Team.  

Post-implementation – the Data Protection Officer to be consulted before deciding business as usual process.

13. Printing reports from ContactPoint

No reports should be printed from ContactPoint without using job storage + Personal Identification Number (PIN) functionality on the printers to ensure reports/screens are not viewed by unauthorised people.  Instructions on how this can be performed is available on http://colin.suffolkcc.gov.uk/NR/rdonlyres/C3711297-C3E5-4BD1-A084-D602BE1D2168/0/endprivateprint.doc 
14. Trawling

Searches for more than 10 records at a time is considered as potential ‘trawling’ which is unlawful.  This is extended to a maximum of 35 for shielders due to the importance of identifying the correct record.  This will be monitored during pre-implementation by way of the audit to be returned to the ContactPoint Implementation Manager who will be responsible for appropriate use.
15. Shielding Log

A log will be kept of all shielding requests and this log will contain the minimum data in order to avoid the entry of case and potentially sensitive data in the log.  The log will be saved in a secure network file with access restricted to members of the ContactPoint Team and will be password protected.  (to be finalised)
Shielding entry will include:

	1.
	The Unique Identification Number (UIN) of the record

	2.
	The action taken in respect of the shielding request

1. Shield has been applied, as requested; or
2. Shield applied because record found is a possible (but not definite) match to the child who needs shielding; or

3. New child record created and shielded; or

4. An additional shield request has been received for an already shielded record but it cannot yet be applied; or

5. Shielding request rejected (does not comply with the shielding criteria)

	3.
	The category under which shielding has been completed

	4.
	The date on which the shielding action was taken

	5.
	The contact details of the body requesting the shield

	6.
	The relationship of the requesting body to the child

	7.
	The date that confirmation of the action taken was provided back to the requesting person or body

	8.
	Any necessary comments


16. Operational Challenges
It is recognised that ContactPoint, and in particular shielding records will raise operational challenges across the different providers of children, young people’s and also adult services.  It is important that these challenges are identified and addressed to ensure effective, consistent and safe practice.
1. The secure data transfer of shielded children information from partner organisations to the ContactPoint project team.
2. How shielding information will be received securely from the ContactPoint project’s National Partners (this includes YOS, CAFCASS). 

3. Recording reviews and brokering outcomes securely.

4. Prior to full implementation ie during pre-deployment phase: the shielding of known children in Suffolk needs to be completed before practitioners in other areas of England are able to access the system.

5. Once ContactPoint access is granted, there is a challenge in identifying all matches and non-matches (as a result of a different spelling of names for example) for each child record that should be shielded.
6. Fully identifying agencies within the county and teams within those agencies who could provide shielding information. Processes also need to be established with those practitioners for shielding and reviewing.

7. Achieving consistency in decision making about thresholds for shielding information maintaining shielding across organisations and local authority boundaries.
8. Dealing with parents who complain and appeal about decisions to shield or not to shield

9. Raising awareness in practitioners about the capacity to shield information

10. Raising awareness of Parent/Carer and Children and Young people about the capacity to shield information in ContactPoint

11. Where the accountability for reviewing really best sits.  i.e. is it the practitioner or the line manager of practitioner who has shielded the record?

Appendix 1

Examples of cases where shielding might be applied to a child or young person’s ContactPoint record

Example 1 – Threat to child/young person
Honour Based Violence cases reported to police where victim has been subject to threats to kill or violence from family members concerning such issues as Forced Marriage. 
Example 2 – Threat to parent/carer
High Risk MAPPA/MARAC cases where the Victim is in such fear of their partner due to previous offending and the risk to her and her children is so high that victims whereabouts needs to be protected.

Example 3 – Threat to child/young person and/or their family
Witness Protection Prosecutions where a person which can include persons U18 identity is kept completely secure by Police Witness Protection Units. In such instances the individual would be moved away from the relevant police area and given new identities. There would have to be direction from a national user group around this special category

Appendix 2

It is vital that shielding of a child or young person is only applied when there are strong reasons to believe that not doing so would place the child / young person and / or their parent / carer at an increased risk of harm.

If this record is not shielded will it:




Appendix 3
Partners within Suffolk who may inform shielding decisions and named contacts responsible for overseeing the ContactPoint Shielding identification process in their organisation.  These individuals are responsible for:

· satisfying themselves that their organisation has identified all those individual children whose records require shielding, both in the pre and post implementation period and from 12th March 2009, 

· submitting this information to the Suffolk ContactPoint Team securely, and
· informing the ContactPoint Team and Suffolk Director for Children and Young People’s Services that this has been completed.

	Organisation
	Named Contact 

	Head of Safeguarding CYP Suffolk
	Cliff James

	Suffolk CYP Social Care Services Northern Area

Western Area
Southern Area
	Kim Drake

Glynn Smith
Tessa Bailey

	Suffolk Adoption Service
	Sally Stoker

	Suffolk Police
	Stuart McCallum

	Suffolk Probation
	Kelley Parker 

	MAPPA
	Tim Sykes

	Women’s Aid Lowestoft
	Yvonne Hammersley

	Women’s Aid Ipswich
	Marion Sharpe

	Women’s Aid Bury St Edmunds
	Annie Munson 

	Ipswich Borough Council
	Joe Howarth 

	Baburgh District Council
	David Clarke 

	Mid Suffolk District Council
	Martin King 

	Waveney District Council
	Bob Prince 

	St Edmundsbury District Council
	Carole Herries 

	Forest Heath District Council
	Simon Phelan

	Suffolk Coastal District Council
	Mike Eaton 

	MARAC
	Marianne Fellowes

	Suffolk Primary Mental Health Trust
	Peter Short

	Suffolk Primary Care Trust  (PCT)
	Dot Cordle 

	Witness Protection Service
	Karl Smith

	Ipswich Hospital 
	Gwen Collins 

	West Suffolk Hospital
	Nichole Day 

	Norfolk Primary Mental Health Trust
	To be decided  

	Great Yarmouth and Waveney PCT
	Pam Fenner 

	James Paget Hospital
	To be managed by Norfolk CC

	Suffolk New College
	Catherine Forsdike

	Otley College
	Jenny Milsom 

	Lowestoft College
	Ros Pugh

	West Suffolk College
	Sarah-Louise Neesam

	Suffolk Maintained Schools
	Gary Nethercott 

	Suffolk Non-maintained Schools
	Gary Nethercott 

	H.M. Prison Warren Hill 
	Roger Plant

	Youth Offending Service
	Peter Fox

	Adult and Community Services Suffolk County Council
	Julie Bateman

	CYP Children’s Homes
	Leo Flatters

	CYP Fostering Services
	Sue Lowndes

	Integrated Youth and Connexions Service
	Pauline Henry

	CAFCASS
	Judith Herbert


Appendix 4 Sample Shielding Request form for use by parent/carers and/or professionals (DRAFT)

	Your Unique Child ID 
	

	Child Surname
	

	Child ‘Known As’ Surname
	

	Child Forenames
	

	Date of Birth
	

	Gender
	

	Any recent address(es) you have for this child


	

	Person requesting the shield
	

	Requestor Contact Details


	

	Role in relation to Child
	

	Which shielding criteria does this case meet? Please tick any that apply:

	1. Prejudice the prevention or detection of serious crime
	(  

	2. Provide a link between pre and post adoption identity
	(  

	3. It will place an adult at risk of significant harm
	(  

	4. It will place the child at  increased risk of significant harm
	(  

	Service Contact Details:

If a child or adult is at risk and the person requesting the shield is not an agency/service caseworker please provide the name of the agency/service who are dealing with the case e.g. Police or Social Services, and their contact details.

Service Name:
Caseworker Name:
Telephone & Email:


	Office Use Only

Decision:


	Decision by (Name):

Who will review and when:

	Any other information:



	Signature:


	Date:




Guidance notes

for completing the Form

1. Your Unique Child ID – this is any unique reference number you use for this child e.g. on your organisation’s computer system, school register number etc.

2. Child Surname – this is the surname that the child is legally known by e.g. on their birth certificate or as a result of a formal adoption process.

3. Child ‘Known As’ Surname – a surname or family name that the child is commonly known by that may differ from the legal surname.

4. Child Forenames – one or more first names that the child is known by.

5. Date of Birth – the date the child was born that appears on their birth certificate. Please use the format dd/mm/yyyy (e.g. 27/05/1998).

6. Gender – the gender or sex of the child (e.g. male or female)

7. Any recent Address(es) you have for this child – any recent previous addresses that may be associated with the child (to assist with identifying the correct child record on ContactPoint).

8. Person Requesting the Shield – the name of the person who is requesting the child record to be shielded.

9. Requestor Contact Details – a means of contacting the person who is requesting the shielding (e.g. their telephone number and email address).

10. Role in relation to child – please indicate the role of the person requesting the shielding in relation to the child whose record they want shielded (e.g. Children’s Services Caseworker, Parent/Carer, the child themselves etc.)

11.  Shielding Criteria – in order for a record to be shielded it must meet one or more of the criteria listed. All criteria that apply should be indicated.

12. Service Contact details – if the reason for shielding is because a child or adult would be at risk and you are not a Children’s Service Caseworker for the child, please provide the name and contact details of the Agency or Service who is dealing with the case and the name and contact details for the assigned caseworker. (This will normally be a Police Officer or Social Worker).
YES





If none of the above apply:





Is there a strong reason that you wish this child / young person’s record to be shielded?





NO





NO





Don’t�Apply Shield








Should you require any support or advice at any stage during this process please contact ……


………………





Apply Shield





Consultation





NO





NO





NO





NO





YES





YES





YES





YES





YES





Place the child / young person at increased risk of significant harm?





Prejudice the prevention or detection of a serious crime?





Place an adult at significant risk of harm?





Put the child / young person’s placement at risk?


(In the case of adoption)





Place someone that the child / young person cohabits with at risk of significant harm?





AGREED





NOT AGREED








� http://www.everychildmatters.gov.uk/deliveringservices/contactpoint/legislation/


� Section 4.52 ContactPoint Guidance version (1.0)
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